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FUNCTIONAL REQUIREMENTS:

A. Word Processing

(Fa I TR N SN

Text Subdivisions
Edit

Search

Format
Pagination

B. Electronic Mail/Message Processing

(SR S TN SO ]

Distribution List
Multi-point distribution
Index

Schedule

Confirmation

C. Document Storage and Retrieval

(o WV RN SO ]

Retrieve criteria
Retrieve logic
Filing

Deletion

Paging

D. Data Management

1
2.
3.
4
5

Structured Input
Validation
Retrieval logic
Reporting
Programs

E. General Programability

F. Ease of Use

1.
2.

Prompts
User - defined prompts
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System Commands

User - defined functions
List

Print

Rename

Copy

Move

Delete

Sort

[s=3N e NI, I - T SO ]

Staff Communications System (SCS) Interface

1. Receive messages from SCS
2. Forwarding messages to SCS

Electrical Interface Specifications

1. Electrical
2. Code

3. Protocols
Security Requirements

1. Need-to-know safeguards
2. System Security

a. Access Control
b. Security monitor Audit Trail

3. Prevention of unauthorized user penetration
4. Data security

a Classification
b. Encryption

c Transfer

d Storage

5. Operating System Security

a. Audit trail
b. Allow for disconnection
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Hardware Security

TEMPEST

Magnetic Storage easily removed
Non-removable must be volatile

Printers have cartridge-type ribbons
Provision for add-on

Independent real-time clock

Capacity to detect configuration change

Q HOo A0 oD

Emergency Destruction

Hand-held magnet
Degaussing

Physical destruction
Sufficient damage

a0 o

System Reliability

1.
2.

Failsafe - failsoft features
Failure detection function

Equipment Redundancy - 99% Reliability

System Reconfiguration

Physical Constraints

1.

Space allocations

a. Small station
b. Medium station
c. Large station

Electrical power
Environmental factors
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TUAFT PRI TUTNARY OREANTOFMENTS PREINTTION

1. INTRIDITTINN

This pavner documents  the initial aralysis NE thks
retilramants for Projes+t CTAFT  fClandestine Racoaris Apnlisations
Fi~1l? "ermiral). The introduction +o the ©inor =stahlighasg 2

context  for  tha stady hy  first reviewiny the TPAFT nrajont
itsnlf, Dbeainning witk a3 project avarview, fallowed hy a
1iscussion 2% the nrodect obdnsstives, than a1 raviag 9 tha
project chronnlogvy. Mext 15 a dascription »f tho stadv, First

~utlining its onroosa and scons, its aethodaloav, and finvlly its

Jrqganization,
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e

1.1 CRAFT Project

le 1.1 Proijz2ct Cverview

Th=2 CRAFT oproject evnlves from the serisus n2el  to

imarova informati ity 1in the Directorate >f Nopnerations
rinrld stations. DO field Faciliti=s havs ha' +5 "hurn

out" in tha past 24 months because of terroarist attack or the
instabilitv of the host government. Clearly, our fiel? stations
require the increased safeguards which would resnlt from the
storage of information in a form more nrotected +han panar files.
Jltimately, information in the field should he protaected bhy a
system that reguires decryption to translate the informationn into
readable forn. Further, information stor=d at DO fi217 stations
must be capable of being destroyed in a fraction of the time that
sresaent m=thods require. The Aastruction tim» 0 finld
information should be measured in minutes, not in hours as is the

case todav.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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1.1.2 Proiject Objectives

]

Thk2 primary ohjoctive 0f the CRAF

nrojsct 15 to imnrove

th2 security of £field record holdings. Additional ohjectives are

tc provide the field officers with more informatinn, in a more

timely manner and in a bhetter £orm, to hasten their work.

The approach chosen to meet these ohijestives 13 to

introduce automated Aata processing {ADP)  =27uivcment and
" technigunes into the field station environment. Ffforts will
focus  on combining electronic storace and data processing

canabilities with secure data communications to provide an

integrated system for field station information secnrity and

managemant. It is cnvisioned that a standar? fi2131 information

management systam can be develoned, and tailonred as necessartv, to

meet individual station requiremsnts. This systom must nroviie a

capability to connect with the Agency Staff Communications Svysten

{3CS) to facilitate information flow in and out of the statinn in

totally electronic [raperless) form.

The introduction of ADP technology in ths fi2l? will also

parmit growth of two additional capabhilities for increase

security. The first capability is the total encrvntion

information =lesctronically stored in the field. The
_3_
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capability is the ootion for the removal of all sensitive
informatiocn from high-threat areas ovarseas. As high 7uality
sommunications circuits become available, £fi2ld information will
he removerd td> FAeadquarters-based syvstems, and will he2 acnessible

from the £ield via a hiqgh-speed data link.

Imorovel information security in day-to-dav oparations
will be achiaved through the imnlementatinn of rigornus automate?
iccess controals !sign-on  procednres anl passworids) tha*t will
enhance  information compartmentation. Aulit trails ia larqger
installations will make it possible to track information flow and
will provide a mechanism for damage assessment. Those documents
that are not stored in electronic form will h2e reduce? +to
microfiche, which can also be managed in a manner mor2 sacure

than can paner.

Auntomated information handling shoull also matesriallv aid
the <case officers in the performance of their onerational
missions of recruiting and handling aqgents by proviiing them witk
the capahility to rapidly access, collat=, compare, and displav
information relating to operational matters. This capabilitv
shonld dramatically reduce the amount of time that case officers
must spend in handling correspnndence and in searching for needad

information frsam vaper files. Thus, casa offis>rs will he

N
aa]
(@]
LU
i ]
-3
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allowed to concentrate their efforts on operational ocursuaits.
Thaey should be able to react more guaickly t+to €fast moving
situations to meet critical reporting or tarcet analysis

dzadlines.

The automaticn of field records #1ill include a mechanismﬁ\
tor effici=nt and ccaplete reconstituticn of a station's files
afrer a "burn out" by storing electronic (back-up) copies at
HealjJuarters. In today's envircnment, the Rrocess of
reconstitution, if cossible at all, 1is time-consuming and lahor-

intensive.

The enhanced control of classified information and the
assurance against loss to anfriendly personnel, coupled with the
incrcased effectiveness that will be provided to all field
nfficers, will provide significant banefits. Without this

agyressive programn to enhance the protaction of field
information, the vulnerability of our information Juring crisis
situations will remain high, and nunacceptable dangers will
cersist with wmore possible ccmpromises which might rasult 1in a

loss of station records and, vary possibly, of haman life.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2



S E C R BT
Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2

1.1.3 Project Chromnolcgy

The CRATT project was iritiated wearly in 1977 whan *he
Deputy Director for Orerations aporoved, in principle, the ohased
automation of operational and administrative record systems at DO
field stations. In July 1578, IMS officers were sant to field
stations in =9JR, AF, and NE Divisions to make an initial
2valuation of CRAFT viability. Llater thét year, a decision was

made to inmrlement an automated correspondence and racords svsten

in hranch 1locations, to serve as a domestic

testhed of CRAFT technclogy before devlovyment overseas.
Ccncurrently, a CRAFT System Development Center was established
1t lfeadqguarters tc test and evaluate equipment being considerad

MPEST worA

tg

for field use. In May 1979, a testbel for T

<

processing =2quigment was installed in

During 1980, additional

CRAFT field surveys were completed by division Records Managemont

Cfficers when they visited their stations. In January 1931, the

biographic index search capability in tastbed bhecane

operational and in March 1981 a word processor, with a paper tape

interface was installed in Most

tecently the CRATT project office comrleted its analysis »f field
record holdings and Headquarters questionanaires, activities which

lel to the prevaraticn of this Preliminary Reuuirements Studv.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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1.2 Pralinminary Requirements Study

1.241 Study Purpose and Scope

The purpose of this study is to initiate the process of
defininy the particular requirements which nust be satisfied by
the CERAFT povroject to solve the »problems and?d achizve the
dhjectives previously outlined. The requiremants detailed herein
reflect actual testhed exverience and an analysis of interviews
vincluding the completion of a records survey questionnaire) with
Healquarters perscnnel who have had recent field experience.
This analysis will first examine the information managemecnt needs
reflected 1in the <current duties and functions of station
rersonnel and in the record holdings currently Sup?ofting station
op2rations; then it will outline the requirements which ADP
technclogy must satisfy in order to provide automation assistance
in station operations sc as to effect the desired improvements in

Jata security and duty rerformance.
The findings described 1in this ©vaver ~onstitute a
preliminary requirements definition. This definition will bhe

tolated in a subsequent analysis of on-site surveys in the field,

and will result in the publication of a Reguirz2ments Opdate

S ECRET
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Jocument. That locument will, in turn, b2 uplated as a result of
turther post-survey analyses and additional reguirements study.
This will r2sult in the publication of the final requirements

saner, the Bass2line Requirements Document.

S ECRET
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1.2.2 Study XYethodclogy

Members of the CRAFT Project 0ffice interviewsd case

[»]

hfficers, overations support assistants, intelligence analvsts,
secrataries, and other personnel with —recent experience in
selected Ziell staticns to facilitate a preliainary Aefinition of
tha staticas! information management reguirements, and %o
letermine the form and function of field record holdings.
Questionnaires were filled out to document the information flow
ani storage and retrieval oprocedures, so as tn permit the
specification and design of automated support =quipment and
technigues which would provide the particular automated services
rejuired by station personnel in the nperformance of their
operatiocnal duties. A questionnaire was combleted for each tvpe
2t file maintained in the station. The guestionnaire vwas
designed to lescribe who uses the file ani how oftan, the purpose
of +the file, and how long the information 1is retained. An

example of the guestionpaire form is shown in Appenidix 2A.

When the interviews wera. conpleted, the Juestionnaires
wera sorted according to file type, and a conmparison of the
frequency of use, search method, retention, and disposition of

the files was calculated.

- 9 -

S ECRET
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An additional rpart of the recuirements analvsis was to
levalop a profile of each field station based on data held in the
L4535 Records Management 3ranch, the Office of Security, the Cffice
>f Communications, and various other sources. This data 1is
related to the linear footage of records and burn +imes at each
station. This ©profile, shown in Aprendix B8, is the tachnical
hasis for priority ranking of DO field stations for CRAFT

in3tallaticns.

S ECRET
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1.2.3 Study Organization

The study begins by examining the current ficld station
anviconment [Section 2), first in terms of station ©versonnel
iuties and functions (Section 2.1), then in terms of the filas in
use ({Section 2.2). The study then delincates the vparticular ADP
fanctions which aust he provided and specifies the rejuirements
4hich must b2 nmet by the implementation technology ‘Section 3).
This is followed by an articulation of the sacurity raquirements
‘Section 4). 5ection 5 addresses the stringent performance
standards which must be met by the ADP  ewuipment; Section 6
2xamines system administration; and finally, Section 7 documents

the installation requirements.

S ECRET
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2e FIZLD STATION ENVIRONMENT

2.1 Station Personnel, Duties, and Functions

25X1
Althouygh stations vary greatly in size,
. - L. s . . . . 25X1
the functional rpositions outlined in this section
are ccmnmon to all field stations. Personnel usually inclade a
25X1
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2.2 Station Files

The types of files found in the field do not vary qgreatly
fro>a station to station., Each station maintains files that are a
subset of the listing in Appendix C. These files, which varv in

size and scope 1in relation to the station's activity, are

maintained ia compliance with Disvositinn of Records.

The wmanner in which files are used, the neod1 for immediate
retrieval, and the frequency of use was determined through
interviews with a crcss-section of DC personnel. The orofile of

the interviewees is shown in Appendix D.

At a minimum, each station maintains a central chrono
Zile of recent corresgondence ani several other necessarv files.

In crder to be operationally effective, the station requires a

SECRET
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a1 dord Processsing

One of the nmost labor-intensive and, consequently,
cesource-ceonsumring activities in any station is typing. While
the fcrmats of docﬁments created in the field are rot conmplex,
anv autcmated system amust crrovide extensive capabilitv in this

area. The following word processing functions are reguired.

1. Text Subdivisions - The user must be able to
logically isolate a character, word, santence, line,
paragraph, or specified section in a document for

edit by the systenm.

2. FE1it - The system nmust allow any subdivision to be
iaserted, deleted, changed, moved or copied to or

from any location in the document.
3. Search - The system nust allow any string of
characters to be 1located and changed 1in overy

occurrence within a document.

4. Formats - The systenm must allow commonly used phrases

or formats to be stored and recalled when desired.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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5. Pajinaticn - The system nmust autcmatically title and

numbar pages as specified.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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3.2 Electronic M3il/#essage Processing

To provide for the electronic receipt, review, ani
dissemination ¢f incoming messaqges, and the rapid and controlled
coordinatiocn and release of cables and reports, a facilitvy that
allows a nse2r to send a document to another person is essentiala

The basic capabilities required to perform this €unction are as

follows:

1. Distribution List - A user must be abhle to creat= and
update one or more lists of persons who would receive
any documents routed by a specific list.

2. Multi-Point Distribution - Distribution of documents
of hroad interest to a large group or class of
individuals nust be performed by a single indicator
to avoid the necessity of huilding and maintaining
large lists.

3. Index ~- As mail 1is routed to a user, Dhasic

information such as the sender's namc, date and tinme
sent, and title must be placed in an index so0 all
mail may be gquickly reviewed without retrieving and

reading entire documents.

S ECRET
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Schadule - The systen nust rrovide for both scheduled
periodic distribution of mail as well as non-
scheduled priority distribution at the user's

direction.

Confirmation - A racipient must be able to confirm

delivery if reqguired, as in the case of high priority

messages.

S ECR
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3.3 Document Storage and ERetrieval

With all records in a station committed to electronic
form,'rapii ani simple techniques for retrieving 3Iocuments are
all important. The following capabilities are reguired t> allow
ready access to all records, ensure ease of reading, and orovide

tasic records maintenance functions.

1. Retrieve Criteria - The user nust he able to specify
any pertion of a document for retrieval, such as

date, subject, or originator.

2. DRetrieval Logic - In a single retrieval request the
user must ke abkle to specify a number of search
strategies, using Boolear logic, on various parts of

a document.

3. Filing - The system must allow a dozument to be

logically placed into as many files as requested.
4. Deleticn - The system must allow a suhset of the

documents to be removed from the system by a singlas

criteria, such as date or subject.

- 37 -
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5. Paging - After a document has bzen reotrinved,

user must be able to freely page forward and backward

through the document.

6. Annotation - Some facility nust be available

append ccmments and action requests to any document.

S ECRIET
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3.4 Data Management

Many of the records kept in the field arc not in a formal

document format. are

exasrles of infcrmation held by a station that could easilyv be
stored and maintained in an automated system. To make such a
record management tocl wusabkle to £ield personnel, the following

characteristics must be present.

1. Structured Input - The input of data into the svstenm

must be through a format, as familiar as paper forms,

displayed on the terminal screen.

2. Validation - The system must de able to moritor input

and indicate when data is enterecd incorrectly.

3. Retrieval Logic - The system must use the same search

techniques as for document retrieval.

4. Reportinjy ~ The user must be able to display any
combination of data from the records in any format

desired.

) SECRET
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5. Proygrams - There nmust be a facility for permanently

storing cften-used revorts and retrievals.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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3.5 Generral DYrogramability

Because unigque reqguirements, which cannot he nmet hy
vendor supplied software, invariably surface, a general pucvose,
high level language rprogramming capakility is needed to develop
solutions in this area. Unrestricted uses of this facility will
be limitad to Headgquarters data processing professionals. The
Fower and comnlexity of such a tocl would make control and

training, for its use in the field, extremcly difficult.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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3.6 Tase of Yse

Because the training and guidance provid=d1 by records
management perionnel at [eadquarters are not readily availaltle to
field perscanel, any automated records system derloved to the
fiald must require only the bharest minimum of user training. The
system should also rtrcovide assistance in identifving problen
situaticns and monitcrinc normal operations. To ensure this, all

system functions outlined in this section must bhe available to

the user in both forms déscrited pelowv.

1. Prompts - The user nust be allowod to set uo any t?pa
of work activity offered by the system by simply
answering a series of prompting gquestions. Thesa
questions must be phrased 1in non-technical terms and
rajuire a single answer bhefore the next informative

prompt is given.

2. User-Definad Prompts - For more knowledgeable users,
the system must allow wuser-defined oprompts which
provide for the abbreviation of user steps and the

rapid change from one function to another.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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3.7 System Ccommands

All ccaputer systems have a collection of basic fuanctions
which are usually performed in the bkackground (unseen) without
intoraction with the user; however, these operations should. also
9e available for explicit execution Lty personnel responsible for
system administraticn. [This execution mode will be restricted
tc personnel with afppropriate training and experience.) A list

nf these functions fcllows.

1. User-Defined Function - Similar to the user-defined
prompts, this function tailors the system to perforn
well-defined and often-used activities. (With this
capability, a group of system commands <can he
executed by entering a single ©phrase or short series

0f key strokes.)

2. List - Data such as document name, document type,
author, creation date, and revision date npnpust be
ivailable on request, sorted 1in any ordar spzcified.
Similar information on data files and user-defined

functions will also be available.

S ECRET
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3. Print - This function will queue documents or :data to

a local rrinter.

4. Rename - This function will «change the name of anv

document, data file, or user function.

5. Copy - An identical copy of a document, data file,

user function will be <created as specified on

ar

the

same phyzical storage device or any other accessible

device.

6. Move - A copy of a document, data file, or user
function will be created where requested and the
original Adelected.

7. Delete - Any document, data file, or user-defined

function will be completely removed from the systen.

8. Sort - This function will sort requested data
single c¢r multiple keys and arrange the data

ascending or descending order.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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4. SECURITY REQCUIREMENTS

The £ollowing requirements are a hasic ountline of the
security consideraticns directly applicable to autonated field
records systens. For the detailed security specificcations the
teadear wust consult the ISSG document "Security Requirements for

Automated Information Systems Located in Overseas Installations'.

4.1 VYeed-to-Know Safeguards

Only staff emplcyees who Dossess an established need-to-
know, as datermined by the Chief of Station, will be alloweAd
access to the CRAFT equipment. If cryptographic equipment or
material is installad 1in the CRAFT facility, appropriate
cryotographic <clearances will bhe required. Access to the

Approved storage area in which data and program storage media are

maintained will be restricted to staff employees.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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4.2 Svsten S5c

e2.1 Access Ccntrol

Each user will be required to gain access to the systen
through a unique identifier and matching password. In addition,
user access to any data file will have to be controllei bhy a
tnique subsystem password; the password will be authenticated hy
the security system cach time the user desires to ratrieve and/or
mciify data. The password, which must be at least six characters
in length, cannot be printed or display;d at any terminal and

711l hold the sarme classification as the data which it protects.

There wmust be a provision for the secure storaga of
fasswords in the system. Through a function availabl@ only to
the System Security Officer, there rust be a means of adding,
deleting, and/or changing authorization profiles. User subsysten

tasswords must bhe changed:

1. Immediately following any suspected security

ccmpromise;
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2. dhen it 1is determined that a user no longer regiires

access to the svsten; or

3. EZvery six months, unless nmcore frequent changes are

required for stations in high threat areas.
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4.3 Data Security

4a3.1 Classificaticn

Each £file in the system will be assiqgnad a security
classification which will reflect the highest <zslassification
found within the file. The system must not store documents un;il
12 recognizable security classification 1is rrovided. Security
markxings will be UNCLASSIFIED, * CONFIDENTIAL, SECRET, 37PCRET
RYBAT, SECRET PRESCRIEBEL AND LIMITED, TOP SECRET, with collateral
security classifications, and Chief cf Station EYES OWNLY. The
classification must ke placed on appropriate VDU's and on printed

cutout.

The system must label all information outout with its

associated markings at the top and bottom of each page ‘in

compliance with This will apply to all

>utput media ircluding workstations and hard-copy ountput devices.
liowever, the system must also have the ability to inhibit the
labeling of output. There must also be a provision for the

System Security Officer to modify the markings for files, recoris

4ithin files, and fields within records.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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de3e2 Encryption
Sensitive files will be identifiedl and consideration
jiven to the possibility of storing the data in cncryptel form.

Prcvisicn must be made for the ultimate addition of a device or

iljorithm that will encrypt all data held on the storaqgec media.

SECRET
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o323 Trans fer

Communications tetween elements of the CRAFT System which
1ire in separate locations and not directly comnected by shieldad

cable will be via remcovable storage media {e.y3. diskette).

The transcortation of classifiegd data between
Headquarters and the field will be in accordance with established
Agancy procedures 1issued for the ' shipment and handling of

classified and sensitive information.
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Storage

All demountalkle data and program storage media, when not
will be placed in an aporoved Class 5 securitv container.

security containers will be located within the station

a vault or secure arecaa.

S ECRET
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4.4 Operating System Security

The 1informaticn rrecessing  functicns which use an

or2rating system must:

1« Incorporate an audit +trail in all input/output

functions related to all resources ‘as noted in

25X1

2. MAllow for the disconnecticn, by software control, of
any workstation without degrading overall operations

Or securitv.

S ECRET
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4.5 Hardware Security

Hardware ccmgonents destined for installation in the

field nust meet the fcllowing requirements:

All equirment must be TEMEFEST certified.
A1l magnetic storage media must be easily removeAd.

Any non-removable, internal memory mnust be volatile

{completely erased when the device is turned off).

-————/

All printers must use <cartridge-type printer ribbons

that can be easily renoved.

There must be a provision for later addition of a
levice or algorithm to encrypt data that is storad or

transmitted.

The system must have a real-time «clock with an

independent power source.

The system must have the <capacity to detect any

change of status in the hardware confiquration, i.e.,

S EECRET
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the ability to detect the ccunnection or Iisconnection

25X1
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4.7 Systeam Security OCfficer Restonsibility

The Chief of Station, in coordination with the
tieadjuarters component, will designate a suhordinate to act as
ths local 3System Security Officer. Thke 3ystem Security Officer
4111 establish and implement a formal system security program to
ansure ccmpliance with the requirements established herein. In
addiition, the local System Security Officer will be charged with
the operation of the system security software. This will include

urdating profiles in the sign-on function and monitoring the

aulit trail, as noted in Sections

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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4.3 2hvsical Security

Physical security will be in ccmpliance with appropriate

regulations regarding the proper hanriling and storage of
tlassified informaticn. All CRATFT hardware and other eqiigment

associated with it must be within Agency controlled svace, in an

interior rcom when possihble.

When remote terminals are used, they will be in Agency
centrclled space and will have a lcgical discennect when the
system is secured at close of business. All equipment will be

situated so that a 10-foot separation is provided between

transmitting and receiving devices in the classified and
—
unclassified modes. The maintenance of the eqguipment will he

tecformed by either cleared U.S. Government personnel or by U.S.

citizens in the presence of station personnel.

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2



e e FS ) -

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2

5. SYSTEYM RELIABTLITY REQUIBEMENTS

Software Reliability

()]
L]
-

Because fresuent or prolonged system failures would
intclerably degrade the effectiveness of CRAFT, the system nust
be highly raliable, fault tolerant, with fast recovery and/or

reconfiguration. In essence, a highk degree of reliability is the

mcst fundapental reguirement for® CRAFT hardware and software. A

s

system failure, for the purpose of CRAFT reyguirenments, is defined
as the 1loss of a major function or workstation to any single

UsSer.

The system will be considered to he in a degradedi state
it there is a drop halow 100% of normal operating capacity.
kecovery should bhe syster initiated or, at most, reguire minimal
user intervention. User interaction with the system functions
must Dbe via a menu format in order to provide the greatest
possible wuser error-protection. Further protection will be
provid:d by disabling the keyboard (lock-out) while the systen
frocesses user commands. Interaction with word processing and
data preocessing functions must be in response to system prompts.

Zrror detection logic must be capable of generating interrupts

S ECRET
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tc cease program cperations that might lead to system errors. To
meet the stringent scftware reliability requirements, the CRAFT

system must be desiqgned with:

ILLEGIB

1. Failsafe-failsoft featires to minimize +the impact of

system or subsystem failures.

2. A failure detection function to provide user-error
protaction and to facilitate a graceful degradation

and guick recovery.

S ECRET
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He2 Equaipment Rzdundancy
Thers must be full redundancy of all hardware compdonents
to provids no less than 99% reliability. To meat this

rejuirement, one or azore hackup configurations will be installed
at each facility. The redundant equipment must he operating and
teadily available to the user by being incorporated into the
standard CRAFT configuration. The standard configuration 1is
defined as the necessary eguirment tc provide each field station
with its basic reguirements at least 99% of the time. [ence, the
standard configuraticr will be dependent upon the unigue station
size and workload and will vary from station to station. In all

cases, there must be an adequate backup capability.

S ECRET
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Syvstem Reconfignration

Following a need to take a particular device off-line,
there must be a provision for the system to be reconfiqured which
will allow the system to continue operating in a slightly
aeqgraded, but reliable, condition. To meaet this requirement, the
devices must re of the compcnent variety that can be aixed or
deleted without causing a system failure. Thus, tha system must

te able to accept the transfer or deletion of devices.

S ECRET
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£. SYSTEM ADMINISTRATICN

5.1 System Managenment

For the vpurrose of +this reqguirements study, it is
necessary to identify the essential functions of local systen
1anagement. The ultimate responsibility for the management of
each CRAFT 1installation rests within the CRAFT Project Office.
lowever, each fiecld 1installation will have a station member who
is designated to be the local system manager by the C0S. Each
lccal system manager will e vresponsible for the following

functions:

1. Ensuring that adequate ccnsumables (e.g., orinter

ribbors, etc.) and disk packs are on hand.

2. Conducting local familiarization and training for new

station memlkers.

3. Monitering the ecquipment status and notifying
Headquarters when there are significant ecguigment

failares.

S ECRET

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2



than a

systenm,

I R O AU R

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2

4. Managing the backup procedures +to provide adequate
g P L L !

records for reconstitution.

ul
.
ta

Establishing the standard hours of operation.

The duty of system rmanagement should not recuire

few hours additional time each weak. To monitor
the local system manager may choose to delegate scome of

the routine functicns of the system management.
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€. 2 Iser Training

The majority c¢f user training will bhe <zonducted at
feadquarters. Individuals destined for PCS assignments in the
field will be =scheduled for wuser training prior +to their
jepartire. When possible, CRAFT officers on TDY visits to field
stations will ©provide refresher training and brief the svysten
ranager on new developments. Since the system will be menu-
driven, the majority cf training will be in worl processing
functions and hasic data retrieval. This training can be

accomplished within a few davs.
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£e3 Data Destruction

Data destruction is the responsibilitvy of the

Systen

3ecurity Officer !whe will rrcceed as directed in Section L

- 72 -
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Backup and Reconstitution

Th=2 backnp of field records 1is the responsihility of the
lccal system manager. The frequency of this procedure will be
astablished by the CRAFT Project Office. Following a conmolete
tecords destructicn, it will normally be necessary to restore the
station's records hcldings. Headquarters will provide +he
station with the current backup c¢orvy of the station's latest

files.
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7. INSTALLATICN EEQUIREMENTS
7.1 Physical Ccnstraints

Physical ccnstraints imposed by both the ©0Office of

~

Security and the Ccmmunications Security Division ICOMSEC) of the

ice of Conmnmunications will affect installation of the data

(s
i+

i
nrocessing ejuipment associated with the CRAFT program. These
constraints are imposed primarily because the data which i3 now
stored in safe-Keeping devices 1in a station will he contained
within the system on magnetic media (either on diskettes or on
rigid disk packs). The physical constraints are required to
2nhance the protection of this data by 12nving, insofar as
tcssible, access by hostile entities to the CRAFT system or its

———
Ccmponents.

— s,

The installaticn of a CRAFT system will require. the
continual vresence cf American citizen security guards at the
bnilding entrance. All areas in the staticn mnust have both
voluaetric alarms and door/window contact alaras honitoreﬂ at a
central guard station. These alarms will serve to alert the
guard force to possible penetration of the space vwhere the

systems are located. The security reguiraments necessary to

Approved For Release 2007/12/29 : CIA-RDP85-00809R000300170021-2
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srotect the Jdata against unauthorized access without regard to

the physical scace alarms are addressed in Section 4.

25X1
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7.1.1 Space Allocation

Equipment selected for use in CRAFT systems must he
rciular, thus permitting flexipility in siziang to support varving
staticn requirements. The space and weight re;gquirements
dascribed below will vary socamewhat, bhut thevy do repressnt an

acceptable "ruls of thumb",.

25X1
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7.1.2 Electrical Dcwer

CRAFT equioment must cperate on 240volt/50Hz powar. The
equigment should be designed for the office environmernt in the
sense that it need only be unpacked, hooked up, and he operable

in the local environment.

25X1

The necessary mnodifications must be performed prior to 25X1

the installation and operation of each CRAFT syster.
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T7.1.3 Environmental Factors

CRAFT data processing equipment rust be designed for use
in a2 nyminal office environment which normallv does rnot require
heating, ventilaticn, air-conditioning (HVAC) cnhancenent.
senerally, operating environments are between 50-90 deqrees
fahrenheit, with non-condensing humidity of 20% to 80% (although

the reccmmended relative humidity is 35% to 65%, non-condensing).

In a normal controlled office area

the CRAFT systanm nust be operable

ilthout ennancement. In these station locations where office
2nvircnments normally fall outside the above-noted operating
ranges, appropriate GFE HVAC system supplements will bs provided

tc correct the problenm.
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7.2.2 Accessibility

Field operations do not conform to any timetable,
therefore informaticn must bte accessible to station personnel
“h2nrever requested. Tc meet this reguirement, the svstem must be

teadily available both physically and logically.

To prevent the need of accessing a number of offices, all
equirment necessary for data retrieval should be located in work
areas ncrmally accessible to the operations personnel who would
rejuire this infcrmaticn. Otherwise, valuable time would he lost
while addit;onal rersonnel were called in to the staticn to

assist in readying the system for use.

In additicn to physical access, the startup procedure
must be simple enough for all personnel to he able to turn the
system on without technical assistance. Extensive knowledge of
shich <ccmponents comprise a nminimum working system, how the
equirment pust be rowered on, or what commands must bhe Jivan to

ready a work station for use should nct be reguired.
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